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1. Introducao

Esse documento tem por objetivo instruir os usudrios e equipe de suporte do ICMBIo

no processo de instalacdo e configuracdo do cliente de VPN Check Point.

Atualmente, os usudrios remotos necessitam de cliente VPN instalados em suas
estacdoes para acesso a rede do ICMBio. Com a nova solucdo de seguranca Check Point,
O processo € o mesmo. Porém, serd necessdrio substituir o cliente de VPN na estacdo de

frabalho do usudrio.

2. Recurso utilizado

Os procedimentos a seguir para esta orientacdo foram realizados em uma
mdaquina com o sistema operacional Windows 11 Professional 64 bits, utilizando o

navegador Google Chrome.

3. Instalagdo do Cliente VPN Check Point

Para iniciar o processo de instalacdo do cliente VPN Check Point, siga os passos
abaixo em um navegador de internet instalado em seu computador (por exemplo: Google
Chrome, Microsoft Edge ou Mozilla Firefox):

1. Abra o navegador de sua preferéncia.

2. Na barra de enderecos, acesse o link:

https://www.checkpoint.com/quantum/remote-access-vpn/#downloads

3. Selecione o sistema operacional Windows ou MacOS.

4. Parainstalacdo em Linux, siga diretamente para o passo 6.
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Quantum / Remote Access VPN

Remote Access VPN

Provide users with secure, seamless remote access to corporate
networks and resources when traveling or working remotely. Privacy and
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integrity of sensitive information is ensured through multi-factor
authentication, endpoint system compliance scanning and encryption of
all transmitted data.

GET ADEMO DOWNLOAD VPN <:

Figura 1

Para iniciar o processo de instalacdo da VPN, selecione a opcdo “Download VPN”,

conforme destacado na Figura 1.
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Remote Access VPN Products

Remote access is integrated into every Check Point
network firewall. Configure client-to-site VPN or set
up an SSL VPN Portal to connect from any browser.

Remote Access Client

Provide users with secure, seamless access to
corporate networks and resources when working
remotely.

DOWNLOAD FOR WINDOWS <=
DOWNLOAD FOR MACOS <:

VIEW DATASHEET

Figura 2

Apss selecionar o sistema operacional adequado (Windows ou MacOS), clique no
botdo Download para iniciar o processo de obtencdo do arquivo executdvel de

instalacdo do cliente VPN Check Point.
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Search for desired keywords or topics.
Download Details

E88.30 Check Point Remote Access VPN Clients for Windows Size Date Published
346MB 2024-04-17

Product
Check Point Mobile for Windows, Endpoint Security VPN, SecuRemote for Windows

Version

E88

0s
Windows

File Name
E88.30_CheckPointVPN msi

B
Download

To ensure the integrity of your file, kindly verify the checksum value

e to be bound by

SHA1
¢ 1e4f8fb011ffe5f6b79f494bf480012af99222

SHA256
€203013f10cb2547d1627e3ded4 5e4947000b7a131051224401126324f41ca%4

Figura 3

O arguivo executdvel de instalacdo do cliente VPN Check Point é salvo
automaticamente na pasta Downloads do computador. Para iniciar a instalacdo, clique

com o botdo direito do mouse sobre o arquivo e selecione a opcdo “Abrir”.

® Novo % i8] D = m] Tl Classificar = Visualizar aas
A Inicio Neme Data de modificagio Tipe Tamanho
~ Hoje
A Galeria .
¢ H E88.30_CheckPointVPN TR/NG/20725 18:01 Parnte dn Windn. 35.460 KB

&% (8] @D ® ]

Recortar  Copiar Renomear Compartilhar  Excluir

» A Abrir Enter

* &g Abrir com >

» [l Enviar para o Meu Telefone

* [ Compartilhar com >

» w7 Adicionar aos Favoritos

» £ Compactar para... »
Copiar como caminho Ctrl+Shift+C

Propriedades Alt+Enter

Editar no Bloco de Notas

g RN

Editar com o Notepad++

OneDrive >

el

Mostrar mais opgdes

Figura 4

Pagina

5

Data Elaboragdo Revisao Aprovacao Versdo

31/10/2025 Fabiana Silva Eduardo - 1.0



P " ® e

FBI%% CGTI | Coordenagao de Tecnologia da Informagao ICI“B:. %

INSTITUTD CHICO MENDES - jgul INSTITUTO GHIEO MENDES -,
MMA MMA

O processo de instalacdo do cliente Check Point VPN ¢ iniciado. O usudrio deverd

clicar na opcdo ‘Next' para prosseguir com a instalacdo, conforme indicado na imagem.

? Check Point WPM Installation Wizard — X

Welcome to Check Point VPN Installation Wizard

Installation Wizard will install Check Point VPM on your
computer. To continue, click Next.

= [ e

Figura 5
Na Figura 6, do Check Point VPN Installation Wizard, o usudrio deve:

1. Selecionar a opcdo “Endpoint Security VPN” (j& indicada com a seta
azul na imagem).

2. Apos selecionar, clicar no botdo “Next” no canto inferior direito para
prosseguir com a instalagdo.
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B2 Check Point VPN Installation Wizard = >
Client Products

. -
Choose a product to install G CHECK POINT

© Endpoint Security VPN
Enterprise Grade Remote Access Client, including basic Endpoint
Security Features (Recommended for SecureClient replacement).

(") Check Point Mabile
Enterprise Grade Remote Access Client.

O SecuRemote
Basic Remote Access Client.

Figura 6

Na Figura 7, do Licence Agreement, o usudrio deve:

1.  Selecionar a opcdo “l accept the terms in the licence agreement” (ja
indicada com a seta azul na imagem).
2. Apds selecionar, clicar no botdo “Next” no canto inferior direito para
prosseguir com a instalacdo.
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'—! Check Point VPN Installation Wizard = >

License Agreement

L ]
e' CHECK POINT"

Pleaze read the following license agreement carefully.

Software License Agreement & Limited Hardware Warranty
Check Point Software Technologies Ltd. |

PART I- SOFTWARE LICENSE AGREEMENT

This License Agreement (the “Agreement”) is an agreement between you (both
the individual installing the Product and any legal entity on whose behalf such
indvidual is acting) (hereinafter *Y'ou® or *Your”) and Check Point Software
Technologies Ltd. (hereinafter “Check Point®).

© I accept the terms in the license agreement ¢

ID | do not accept the terms in the license agreement

Back Install Cancel

Figura 7

A Figura 8, 'Installing Check Point VPN' ilustra o andamento do processo de
instalacdo da VPN,

S Check Point VPN Installation Wizard =

Installing Check Point VPN

]
The program features you selected are being installed. 6 CHECK POINT

6 Please wait while Check Point WPN is being installed. This may take several
minutes.

Status: Installing network driver

Back Next Cancel

Figura 8
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A Figura 9, 'Installation Wizard Completed' indica que o processo de instalacdo da

VPN foi concluido com sucesso. Clique em 'Finish' para finalizar.

'-! Check Point VPN Installation Wizard = >

Installation Wizard Completed

Check Point WPHN is successfully installed on your computer.
Click Finish to exit the wizard.

L ]
G CHECK POINT"

Figura 9

4. Configuracao do Cliente VPN Check Point

Conforme ilustrado na Figura 10, o icone do cliente VPN Check Point encontra-se
localizado na barra de tarefas, no canto inferior direito da tela, sendo identificado pelo

simbolo de um cadeado.

Check Point Endpoint Security
Disconnected
Client is compliant

-7 e
'i‘:' '!

18:23
v h
— l;? < 18/09/2025
Figura 10
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Para acessar as configuracdes da VPN, clique com o botdo direito do mouse sobre

o icone de cadeado na barra de tarefas e selecione 'VPN Options'.

Connect

Connect to...

VPN Options

Help ’
2 & 7 Show Client

Shutdown Client

18:24
18/09/2025

v @& [(Ja

Figura 11

Em seguida, clique em 'New' para adicionar uma nova configuracdo de VPN.

fii Check Point Endpoint Secu rity - Options >

Sites Advanced

[ LE A site represents the organization you want to connect to.

Mew

Properties
Delete

Save & Close Help

Figura 12
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Na Figura 13, cligue em 'Next' para avancar para a proxima etapa da

configuracdo da VPN.

{31 Site Wizard ®

Welcome to the Site Wizard

The wizard will guide you through the configuration of
a new site for the VPN dient,

Back Cancel Help

Figura 13

No campo Server Address or Name, insira o endereco IP publico 189.9.1.15, que
corresponde ao gateway de seguranca do ICMBio responsdvel por receber as conexdes

VPN pela internet.

{31 Site Wizard X
Welcome to the Site Wizard .__:1
’
A site is your gateway to network resources. —_—

To continue, fillin the required information and dick next.

Server address or Mame: ¢ 189.9,1.15

(] Display name: 189.59.1.15

Back Cancel Help

Figura 14
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Na Figura 15, selecione a opcdo 'MFA (Default)' e clique em 'Next' para prosseguir

com a configuracdo da VPN.

{71 Site Wizard ®

Legin Option Selection et

r
Select your login sequence choice from the options set by your administrator '---.d

Please select your preferred login option from the following list

$ MFA (Default) w

Back I Mext I Cancel Help

Figura 15

Na Figura 16, selecione a opc¢do 'Finish’ e clique em 'Next' para finalizar o processo

de configuracdo da VPN.

i Site Wizard X

Site created successfully

Back Cancel Help

Figura 16
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5. Conectar no Cliente VPN Check Point

Para conectar a VPN, cligue com o botdo direito do mouse sobre o icone de

cadeado na barra de tarefas e selecione ‘Connect’.

Connect to...
VPN Options

Help »

I Show Client
Shutdown Client

0 EE E & - ————— + 120%

10042

¢ v & [Jd 18/09/2025
Figura 17

No campo 'Username’, insira o CPF do usudrio. No campo 'Password’, digite a senha

do SICA-E do usudrio e clique em 'Connect' para estabelecer a conexdo.

B Check Paint Endpoint Security — x

. . [
‘ Endpoint Security" e CHECK POINT

Site: 189.9.1.15

Authentication

Flease provide a user name and password to authenticate

Username: $ 1234567891011
Password: $ sessssnnns

Connect Cancel Help
Selected Login Option: MFA Change Login Option Settings
Figura 18
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Na Figura 19, € apresentado o modelo do e-mail que o usudrio receberd, intitulado

'DynamiclD One Time Password', contendo o cdédigo de validacdo necessdrio para
concluir o acesso a VPN.

DynamiclD one time password = [ Resumir

security-icmbio@icmbio.gov.br () % Responder % Responder atodos 7 Encaminhar &

Para: @ usuario@icmbio.gov.br Sex, 19/09/2025 11:09

[Geralmente, vocé ndo obtém emails de security-icmbio@icmbio.gov.br. Saiba por que isso € importante em
https://aka.ms/learnAboutSenderldentification ]

Mobile Access DynamiclD one time password: || 000000

Figura 19

Na Figura 20, O usudrio deverd informar o coddigo recebido no e-mail no campo

'Response' e, em seguida, clicar na opcdo 'Connect' para concluir o acesso a VPN.

1
® Check Point Endpaint Security = O X

. . [
‘ Endpoint Security- e CHECK POINT

Site: 189.9.1.15

Authentication

P~y Authenticating user '12345678912'. Please fill the required
L2 imput.

User 12345678912 guthenticated by FireWall-1 authentication
DynamiclD password

Response: $ T I

Connect I Cancel Help

Selected Login Option: MFA Change Login Option Settings

Figura 20
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Na Figura 21, a informacdo 'Connection succeeded' indica que a conexdo VPN

foi concluida com sucesso.

{54 Check Point Endpoint Security VPN GUI v X

Check Point Endpoint Security
I Connection succeeded I

¥

12:44

v @& [Jd 19/09/2025
Figura 21

6. VPN para Linux

YV V V V V

YV V V V

YV V V V

6.1. Plataformas suportadas

openSUSE Leap 42.1, 42.2, 42.3, Leap 15, Leap 15.1

CentOS 7.3-7.6
Fedora 24 - 30
Ubuntu 16.04 - 19.04

RHEL 7.3 - 7.6 (Desktop and Workstation)

6.2. Instalar dependéncias (Bibliotecas)

6.2.1. No Centos:

yum install glibc.ié86

yum install pam.ié86

yum install lioX11.i686

yum install compat-libstdc++-33.i686

6.2.2. No Fedora:

dnf install glibc.i686

dnf install pam.i686

dnf install lilbX11.i686

dnf install libnsl.i686

dnf install compat-libstdc++-33.i686
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6.3. No openSUSE

» zypper install glibc-32bit

> zypper install pam-32bit

» zypper install lIlbX11-6-32bit

» zypper install liostdc++33-32bit**

6.4. Ubuntu
» apt-getinstall llbpam0g:i386
» apt-getinstall libx11-6:1386
» apt-getinstall libstdc++6:1386
» apt-getinstall libstdc++5:1386

Apods a instalagdo das dependéncias, proceda com a instalagdo do arquivo
anexo. Para isso, ajuste a permissdo de execucdo com o comando chmod 777 e, em
seguida, execute o arquivo usando sudo <caminho_arquivo.sh>, conforme a versdo do

sistema operacional.

Uma vez concluida a instalacdo, utilize os comandos abaixo no terminal do Linux
para gerenciar a conexdo da VPN:

> Para conectar:

snx -s 189.9.1.15 -u <usudrio>

> Para desconectar:

snx -d
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